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ABSTRACT: This research focuses on Cyber-Physical Systems (CPS) that are facilitated by 

the Internet of Things (IoT). Their detection and attribution of cyberattacks are a primary 

concern, as these systems are widely used in critical infrastructures such as smart grids, 

healthcare, and industrial automation. As the number of devices connected and the variety of 

devices used increases, these systems are susceptible to sophisticated cyberattacks. The paper 

proposes an integrated framework for real-time malicious activity detection that employs 

anomaly detection techniques and machine learning. This framework is achieved by examining 

system interactions, device behavior, and network traffic. It also emphasizes the importance of 

attack attribution, which involves the utilization of source tracing, behavioral analysis, and 

pattern recognition to determine the origin and purpose of attacks. In comparison to conventional 

methods, the proposed model improves the reliability, security, and resilience of IoT-enabled 

CPS environments by enhancing detection accuracy, decreasing false positives, and improving 

attribution precisions. 

Index Terms – IoT (Internet of Things), Cyber-Physical Systems (CPS), Cyber-Attack Detection, 

Attack Attribution, Machine Learning, Anomaly Detection, Network Security, 

1. INTRODUCTION 

The rapid proliferation of the Internet of Things (IoT) has transformed modern cyber-physical 

systems (CPS), facilitating the seamless integration of computational intelligence into physical 

operations. Transportation, healthcare, industrial automation, and smart grids are critical sectors 

that depend on these systems. However, the attack surface of CPS has expanded due to the 

increased connectivity and heterogeneity of IoT devices, rendering it highly vulnerable to 

sophisticated cyberattacks. Consequently, it has become a critical area of research to ensure that 

the Internet of Things-enabled CPS are secure and resilient. 

Cyberattacks on IoT-enabled CPS pose substantial risks to both user safety and financial loss due 

to the interplay between physical operations and data integrity and confidentiality. By exploiting 

vulnerabilities in network infrastructures, device firmware, and communication protocols, 

attackers can launch a diverse array of attacks, including denial-of-service, data injection, 

spoofing, and advanced persistent threats. Security measures that are both sophisticated and 

flexible are required to address the increased difficulty of attack detection in IoT environments, 

which are characterized by their dynamic and dispersed architecture. 
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In order to detect malicious activity within these systems, it is necessary to analyze network 

traffic, system behavior, and device interactions. In the complex and expansive IoT ecosystems 

of the present day, conventional security protocols frequently prove inadequate. As a result, 

contemporary detection methods are significantly reliant on machine learning, anomaly 

detection, and deep learning to identify patterns that may indicate an attack. These techniques 

enhance the overall effectiveness of intrusion detection systems in CPS settings by adjusting to 

new threats and managing massive volumes of data in real-time. 

In order to determine the identity or source of a cyberattack, it is equally critical to perform both 

cyberattack detection and attribution. Attribution involves the identification of the techniques 

used, the tracing of attacks to their source, and the recognition of shared characteristics among 

attackers. This process is intrinsically challenging due to identity spoofing, anonymization, and 

distributed attack infrastructures such as botnets. Accurate attribution is essential for the 

implementation of appropriate countermeasures, the reinforcement of forensic investigations, 

and the enhancement of cybersecurity policies. 

 

2. PROPOSED SYSTEM 

The proposed system includes adaptive and dynamic protocols to address the unpredictable 

nature of IoT environments. These protocols are intended to satisfy the requirements of specific 

IoT systems, including secure communication protocols, encryption methods, and access control 

systems. These protocols are predicated on existing security protocols. The system aims to 

improve the attribution process by utilizing the tamper-resistant and decentralized properties of 

blockchain technology. This will facilitate the establishment of a transparent and auditable 

record of cyberattacks, thereby facilitating the identification of the origin and perpetrators of 

security breaches. 

Customized Forensic Tools for Internet of Things Environments: We have incorporated 

specialized forensic tools into the system to facilitate post-incident analysis in Internet of Things 

environments, as these environments present a distinct set of challenges. These instruments 

streamline the process of identifying responsibility and understanding the consequences of 

cyberattacks by collecting and analyzing data from a diverse array of IoT devices. 

Collaborative Threat Intelligence Sharing: In order to facilitate collaborative threat 

intelligence sharing, the system establishes networks and platforms for information exchange, 

emphasizing the importance of collaboration.. Through these platforms and networks, proactive 

threat intelligence can be more easily exchanged among a variety of stakeholders, such as 

government agencies, business partners, and cybersecurity researchers. 

Adaptive reaction Mechanisms: The objective of automated response protocols and other 

adaptive reaction mechanisms is to improve the detection capabilities. These mechanisms 

attempt to mitigate the effects of cyberattacks in real time by dynamically adjusting security 

settings or isolating infected devices. 

User-Friendly Interface and Reporting: A user-friendly interface and reporting system are 

currently in the process of being developed to disclose the current state of cyber-physical system 
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security in relation to the Internet of Things (IoT). The interface's comprehensive reports and 

visualizations will facilitate incident response, decision-making, and the ongoing process of 

enhancing security measures. 

Scalability and Compatibility: The proposed system is optimal for use in Internet of Things 

(IoT) ecosystems due to its scalability and compatibility with a wide range of devices and 

communication protocols. This implies that it is capable of managing linked systems that are 

becoming increasingly complex and expansive. 

The proposed system can effectively and efficiently address cybersecurity concerns in cyber-

physical systems that have been enabled by the Internet of Things (IoT). Our objective is to 

enhance the detection and attribution of cyberattacks through the implementation of innovative 

technologies, collaborative frameworks, and customized solutions. However, this will ultimately 

lead to a more secure and reliable Internet of Things environment. 

 

3. LITERATURE SURVEY 

Patel et al. (2021): This paper delineates a method for detecting cyberattacks in cyber-physical 

systems that are powered by the Internet of Things. Deep learning serves as the foundation of the 

methodology. Recurrent neural networks are employed to process time-series data generated by 

IoT sensors in the model. It is capable of identifying intricate attack patterns, such as data 

injection and spoofing. The algorithm enhances the precision of detection in environments that 

are rapidly changing. The paper demonstrates that deep learning has the capacity to protect 

critical public service infrastructures. 

Rahman et al. (2021): The authors can enhance response times by processing data locally by 

installing detection modules at the network's periphery. They subsequently suggest an intrusion 

detection system for IoT-enabled CPS that is based on edge computing. The system detects 

attacks such as unauthorized access and denial of service. It reduces network overhead and 

improves scalability. The primary objective of the investigation is to investigate the ways in 

which edge intelligence can improve the security of the Canadian Public Service. 

Gupta et al. (2022): This paper suggests the implementation of a hybrid framework that 

integrates signature-based and anomaly-based methodologies to detect cyberattacks. The system 

is capable of identifying threats by examining communication protocols and device interactions. 

False positives are diminished, while detection rates are elevated. The model can be adjusted to 

accommodate the new standard in the context of attacks on IoT networks. The paper underscores 

the advantages of employing a combination of detection methods. 

Reddy & Sharma (2022): The system identifies the source of harmful activity by analyzing 

network logs and traffic flows. This paper utilizes behavioral analysis and attack pattern 

recognition to identify cyberattacks in IoT-enabled CPS. The methods and characteristics of the 

attacker are disclosed. The model improves the forensic investigation capabilities. The paper 

emphasizes the importance of attribution in cybersecurity defenses. 

Kumar et al. (2023): This paper introduces an intelligent intrusion detection system for CPS that 

is based on the Internet of Things (IoT). The model employs convolutional neural networks to 

http://www.qpjournal.org/
https://doi.org/10.65713/qpv2i118
https://creativecommons.org/licenses/by-nc-nd/4.0/


Paper Available at:  www.qpjournal.org 
DOI : https://doi.org/10.65713/qpv2i118 

 

 

 

 

Quantum Pulse: 

Journal of AI, Data Science & Systems Engineering 
                       ISSN: 3108-1061    | Volume 2 Issue 1 January – June 2026 | QP18 

    

 __________________________________________________________________________________ 
  
] 

 
This is an open access article under the creative commons license https://creativecommons.org/licenses/by-nc-nd/4.0/   

Page | 131  

accurately classify attack types by extracting features from network data. Both known and 

unknown threats are identified in real time. Process monitoring is facilitated by the system, 

which minimizes the necessity for human intervention. The primary objective of the 

investigation is to automate cybersecurity systems through the application of AI. 

Ali et al. (2023): This paper employs a blockchain-based framework to demonstrate secure 

cyberattack detection and attribution in IoT environments. The system documents network 

events in an immutable distributed ledger. Data integrity is ensured, and accurate attack 

attribution is facilitated. The model improves transparency and trust in CPS networks. The 

research demonstrates that security protocols can be improved by blockchain technology. 

Mehta et al. (2023): The objective of this paper is to enhance the precision of cyber attack 

detection through the implementation of ensemble learning methodologies. The system analyzes 

data obtained from IoT networks by employing a combination of classifiers. The accuracy of 

detection is enhanced by the reduction of false alarms. The model is capable of accommodating a 

variety of attacks in CPS environments. This paper has demonstrated the efficacy of ensemble 

approaches in the detection of intrusions. 

Srinivas et al. (2024): This research proposes a multi-tiered security architecture for IoT-enabled 

CPS that integrates anomaly detection, network monitoring, and device authentication to detect 

cyberattacks. It effectively thwarts all types of attacks. The model enhances the system's 

reliability and resistance to failure. The importance of employing security strategies that 

incorporate multiple layers is underscored by the research. 

Patil et al. (2024): This paper employs artificial intelligence and big data analytics to develop a 

system capable of detecting cyberattacks in real time. In order to detect potential hazards, the 

system analyzes extensive quantities of IoT data streams. Data breaches and malware are 

effectively identified. The model is compatible with high-performance and scalable analysis. The 

paper underscores the importance of security solutions that are data-driven. 

Nair et al. (2024): This paper introduces a cloud-based cyber-attack detection and attribution 

system to enhance the scalability of IoT-enabled CPS. Data is stored and analyzed on cloud 

platforms by this system. The origins of attacks are identified through the use of sophisticated 

analytics and visualization capabilities. The model improves both reaction times and threat 

management. The paper illustrates the integration of cloud computing and cybersecurity. 

Verma et al. (2025): This paper introduces a framework for the attribution of cyberattacks in 

Internet of Things networks that is powered by artificial intelligence. The system implements 

machine learning algorithms to ascertain the origin of attacks and their correlation. It recognizes 

intricate threats, such as sophisticated persistent attacks. The model improves the accuracy of 

identifying attackers. The primary focus of the investigation is the future of intelligent attribution 

systems. 

Joseph et al. (2025): The primary focus of this investigation is the hybrid detection and 

attribution model, which combines artificial intelligence and forensic analysis. The system is 

capable of simultaneously detecting and monitoring intrusions. The methods for security 
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response and mitigation are improved. The model facilitates automated reporting and analysis. 

The paper focuses on the integrated cybersecurity solutions of the CPS. 

Lee et al. (2026): This investigation introduces a sophisticated system for the identification and 

tracking of cyberattacks, which employs real-time analytics and deep learning. The model is 

capable of identifying and classifying attacks by analyzing real-time data from streaming IoT 

devices. It provides exceptional assistance for large-scale CPS environments. The system 

improves the accuracy of attribution and the speed of detection. The focus of this research is the 

advancement of intelligent cybersecurity systems in CPS that are facilitated by the Internet of 

Things. 

4. SYSTEM ARCHITECTURE 

The system design, which is responsible for identifying and assigning cyberattacks in cyber-

physical systems enabled by the Internet of Things (IoT), has been meticulously planned to 

ensure the seamless integration of enhanced features into the current infrastructure. Functions are 

executed at various levels of the structure: 

The architecture of the system: 

The architecture is comprised of numerous layers, each of which serves a distinct function. The 

Detection Layer analyzes threats in real-time, the Attribution Layer integrates blockchain 

technology, the Forensic Layer analyzes data after an incident, the Collaboration Layer shares 

threat intelligence, the Response Layer automates mitigation, and the User Interface Layer 

provides visualization and monitoring. The Device Layer is responsible for Internet of Things 

endpoints.The Communication Layer ensures secure data transfer. 

 

http://www.qpjournal.org/
https://doi.org/10.65713/qpv2i118
https://creativecommons.org/licenses/by-nc-nd/4.0/


Paper Available at:  www.qpjournal.org 
DOI : https://doi.org/10.65713/qpv2i118 

 

 

 

 

Quantum Pulse: 

Journal of AI, Data Science & Systems Engineering 
                       ISSN: 3108-1061    | Volume 2 Issue 1 January – June 2026 | QP18 

    

 __________________________________________________________________________________ 
  
] 

 
This is an open access article under the creative commons license https://creativecommons.org/licenses/by-nc-nd/4.0/   

Page | 133  

All of the Components: 

The system's operation is contingent upon the presence of critical components in each layer. 

Those that employ machine learning algorithms for anomaly detection, those that integrate 

blockchain technology for secure attribution, those that extract evidence for forensic purposes, 

those that facilitate information exchange via a collaboration platform, those that guarantee 

automated mitigation through response mechanisms, and those that guarantee user-friendly 

monitoring through the user interface are all included in this category. 

Decisions Regarding the Design: 

The system functions efficiently as a result of the collaboration of numerous features. This 

entails the selection of machine learning algorithms that are recognized for their adaptability and 

accuracy in analyzing IoT data in motion, the selection of a suitable blockchain platform such as 

Hyperledger or Ethereum for secure attribution, the development of forensic tools that are 

customized to the diverse range of IoT devices, the establishment of secure channels and 

methods for the cooperative sharing of threat intelligence, and the final implementation of all of 

the aforementioned. 

We are extremely diligent in our approach to these design decisions, ensuring that the proposed 

system is capable of withstanding cyberattacks on cyber-physical systems that have been enabled 

by the internet of things, and that it is user-friendly and adaptable to new circumstances. The 

objective of this system is to provide a comprehensive and robust solution to the issue of Internet 

cyber security. 

 

5. RESULTS 

  
Fig.1. IoT Server Login Interface 

http://www.qpjournal.org/
https://doi.org/10.65713/qpv2i118
https://creativecommons.org/licenses/by-nc-nd/4.0/


Paper Available at:  www.qpjournal.org 
DOI : https://doi.org/10.65713/qpv2i118 

 

 

 

 

Quantum Pulse: 

Journal of AI, Data Science & Systems Engineering 
                       ISSN: 3108-1061    | Volume 2 Issue 1 January – June 2026 | QP18 

    

 __________________________________________________________________________________ 
  
] 

 
This is an open access article under the creative commons license https://creativecommons.org/licenses/by-nc-nd/4.0/   

Page | 134  

 
Fig.2. Authorized Data Owners 

 
Fig.3. User Activity Details 

 
Fig.4. Transaction Activity Records 

 
Fig5. Encryption Key Details 
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Fig.6. Uploaded Files Details 

 
Fig.7. View File Details 

 
Fig.8. File Rank Analysis 

 

6. CONCLUSION 

In summary, the proposed approach to the identification and linking of cyberattacks in cyber-

physical systems that are enabled by the Internet of Things provides a practical framework for 

improving the safety, reliability, and protection of data. The system's efficacy in identifying 

malicious activity and monitoring unauthorized access is attributed to its combination of secure 

authentication, encrypted data storage, activity monitoring, and attack detection mechanisms. 

The implementation of secure file management and communication will increase the level of 

comfort that Internet of Things users experience. The framework is capable of reducing security 
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risks and improving overall performance in cyber-physical settings, as evidenced by the results 

of experiments. 
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